Not too long ago while walking through a Brussels hotel |obby,
Microsoft CEO Bill Gates was smashed in the face with a cream pie by Belgium’'sinfamous entarteur (pie
man). Though only Gates's dignity was somewhat damaged, the incident underscores how vulnerable—
and easy to get to—businesspeople can be while working and traveling abroad.

The dangers include kidnapping, extortion, assassination, trumped-up political charges, and petty theft.
The State Department says that U.S. executives were the victims of more than 100 violent attacks last
year—more than diplomats or noncombat military personnel put together. And that doesn’t count the thou-
sands of less severe crimes or unreported incidents. To befair, foreigners traveling to the United States for
leisure or work are also warned about crime. For example, acomputer specialist from Egypt on assignment
to the States was warned not to walk aone anywhere at night.

“The American businessperson isthe real hero of American society,” says Frank Johns, managing direc-
tor of Pinkerton Global Security in Arlington, Virginia. An incident that focused worldwide attention on
the risks abroad was the fatal shooting of four Union Texas employees as they rode through downtown
Karachi, Pakistan. The killing occurred almost immediately after the sentencing in the United States of
convicted CIA killer Mir Amal Kansi, a native of Pakistan.

Still, terrorism is more of
aperception than areality, ac-
cording to Chris Marquet, se-
nior managing director of
Kroll International, a New
Y ork-based security firm. He
says, “You are much more
likely to be avictim of crime
than of terrorism.” Johns
agrees, “Thereisterrorism
only in selected areas, but
crimeis everywhere.” But
crimeisn’t the only problem.

I S I t Businesspeople also need to
worry about intellectua theft.
Spies have been known to

sneak into hotel rooms and photograph proprietary
documentswhile the guests were out. Breaking com-
puter security is also common. Marquet describes

four stepsfor helping protect businesspeople abroad.
Step 1: Information and intelligence. Compa-

? nies should assess the risksin the countries where they
send employees. Such information isavailable through
the U.S. State Department, the British Foreign Office,

[ and private firms. The information should include

travel advisories, such aswhat parts of certain citiesto

, avoid, and there should be a mechanism for getting

Busmesspeople can face that information to anyone who needs it—viathe In-
ternet, company intranet, or by fax.

. . . Step 2: Planning and preparation. Have acrisis

several per||s while travelmg plan and test it frequently. The plan should describe

specific solutions for hypothetical crises, such as

kidnapping or extortion.

Step 3: Prevention. A preventative program in-

volves special training on how to ward off incidents.

Here’s how to prepare for and For example, awareness training can teach people

how to avoid being followed. Prevention also

involves policies and procedures—such as making

handle some increasing|y sure all travelers are met at the foreign airport,

sometimes with an escort or armored vehicle. It’s

or working in foreign countries.

o also necessary to protect an expatriate’s home
common and dangerous situations.  aswell ashisor her office.
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How To Stay Safe Abroad
Here are some tips from security ex-
perts.

0 Learn as much as you can about
the country where you’ re going,
particularly about the level of crime.
0 Make sure someone from your
company or client’s office meets
you at the airport.

0 When driving in aforeign coun-
try, stick to the main highways.

0 Don't take unauthorized taxis.

0 Try not to draw attention to your-
slf.

0 Don't be predictable; vary routes
and travel times.

0 Don't wear expensive jewelry or
lease expensive cars.

0 Don’t flash money around or
leave excessively largetips.

0 Don’t make negative comments
about the host country’ s policies.

0 If someone knocks on your hotel
room door, demand identification
even if he or she claims to be from
room service or housekeeping.

Step 4: Response mechanism. Com-
panies should have plansin place to re-
spond quickly and effectively to crises.
In some countries, an evacuation plan
may be necessary.

Hot spots

At the moment, South Americaand Cen-
tral America are particular hot spots. In
Colombia, kidnapping is aimost a cottage
industry, says one security expert. Colom-
bian guerrillas cadge hundreds of millions
of dollars ayear in ransom from kidnap-
ping foreign businessmen. In China, ex-
tortion and other crimesare on therise.

In Paris, young hoodlums are boarding
buses and holding up passengers and dri-
vers. In Mexico, many cabs are driven by
bandits who kidnap foreigners, force them
to withdraw cash from an ATM, beat
them, and dump them in aremote loca-
tion. In Istanbul, bars catering to Western-
ers often present them with exorbitant
bills, which they have no choice but to
pay. Even security people aren’'t immune.
In Nigeria, two security workers from an
American oil company hailed what turned
out to be an unauthorized taxi. They were
stripped naked, beaten, and robbed.

Many large multinational companies,

especially oil companies, have elaborate
plans to protect their people abroad but
refuse to disclose the details. Y et, many
companies don’'t have such plans, ac-
cording to Gary Parker, managing direc-
tor of ECA Windham International in
New Y ork. Parker, aformer vice presi-
dent of international human resources
for Coca-Cola, says that alot of compa-
nies don’t train or prepare their employ-
ees, or have staff, for dealing with
security issues abroad. That's especially
true of small to medium companies, in
which executives typically hear about an
opportunity in aforeign country and go
there without any preparation to try and
do business. Parker says that even expe-
rienced companies with extensive pro-
grams need new training for overseas
assignees, especially in countries they
haven't worked in before. A company
that has operated successfully in West-
ern Europe, for example, may need spe-
cia training for its people when they're
deployed to Russiaor Turkey.

Many large companies have exten-
sive training and security planning, as
well as kidnap insurance—though they
prefer to keep such insurance quiet, fear-
ing it might encourage kidnapping.
“Payoffs are not frequent, but they are
very severe,” says assistant VP Lori
Dickerson, who isin charge of kidnap
and ransom insurance at Chubb.

But even well-prepared people can
meset with serious trouble. Dickerson tells
about a client, an executive with amulti-
national company, who
was driving in a nonde-
script car on arelatively

They realized he was an

damage, computer viruses, and expenses
associated with an incident—for example,
akidnapped person not being able to take
care of persona hills or suffering psycho-
logicdl post-trauma. For apalicy to gointo
effect, the ransom demand must be made
to the kidnapped worker’ s company. If it
goesto hisor her family, it' sup to theem-
ployer to decide how to handle the situa-
tion and whether to meet the demands.

HR’s role

ECA Windham is one of a humber
of firms that consult on international relo-
cation. But instead of concentrating solely
on the security aspect (like most such
firms), it focuses on human resource is-
sues and works with aclient’s key HR
people rather than the security staff. Wind-
ham addresses international relocation in
terms of such issues as housing, cost-of-
living, compensation, and benefits.

Just as the U.S. military offers bonus
pay for combat or deployment to an espe-
cidly dangerous area, some companies of -
fer special incentives and allowances for
overseas hardship assignments. To help a
company determine the level of hardship,
Windham uses aranking system that eval-
uates cities not only on the potential dan-
ger, but also on the quality of lifein these
aress,

O isolation

O climate

0 language and culture

0 goodsand services

0 health, housing, and education

0 social network and
leisure activities

O security and sociopo-

busy highway in South litical tension.

Americawhen he was i i Marquet agrees with
stopped by agroup of Amerlcan busmessrnan Parl_<er that many com-
ey Adtougfttheyd e ey =
needed a getaway vehi- hit the jackpot. don’t have any policies

cle. When they hijacked

his car, they realized

that he was an American businessman and
thought they’d hit the jackpot. They held
him until they received agenerousransom
from his company.

Under Chubb’s plan, which it has of-
fered for the past 20 years, ransoms are
paid by the employer, who must file for
insurance reimbursement. Chubb’s vari-
ous policies, which have limits up to $50
million, cover employees, relatives, and
“guests on the premises” such as cus-
tomers. The policies also cover property
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for protecting their “hu-

man assets,” as he puts
it. Marquet warns that developing such
policiesis crucial and that everything
flows from careful planning. He cautions,
“You need to raise the level of your secu-
rity to the level of the threat.” It'svital to
have acrisis plan in place and to test and
retest it. Marquet saysthat thefocus hasto
be on prevention—on teaching people
how to avoid or handle the many problems
that can and do crop up ininternational sit-
uations. But in many companies, HRisto-
tally out of the loop when it comes to



preparing staff for foreign assignments.
Information gathering, planning, and
sometimes even training are handled by
security people, frequently with littleor no
input from HR staff.

According to Johns, HR people need
to get moreinvolved. He says, “Informa:
tion services, security, and HR all need
to be together on these issues. They need
to recognize each other as partners. . . .
Thebad guysareall forming alliances. . .
it follows that the good guys need to do
the same. HR people need to know
where [employees] are going and they
need to get into the act. . . preparing and
training them.” Marquet agrees.

Johnsis a strong proponent of train-
ing not only the employee who's going
to work abroad, but also the entire fami-
ly. He says, “Family means protection.
When thereisn't aperceived risk, abusi-
nessperson’ s aertness goes down and he
or she may forget to take precautions.
However, family members [can main-
tain] the awareness. They’ll remind him
or her of the risks and dangers.”

Chubb'’ s program for its employees
who work abroad is also HR-focused.
Joanne Goodwin, an assistant vice presi-
dent with an HR background, is responsi-
ble for several areas, including security.
She says that at Chubb, security and HR
develop plans together for preparing trav-
eling and expatriate employees. “Y ou
can’'t get into security issues without
involving HR,” says Goodwin, “because
you dways run into the HR side of it. It's
all about people.” In her
view, random travelers
are at greater risk than
expats because every-
wheretravelersgoit'sa
new situation. She says,
“You have to warn
them about the obvi-
ous—Iike how not to
draw attention to them-
selvesand to be leery of
people coming to their hotel rooms.”

The most important thing Chubb does
is make sure everyone who goes abroad
has access to as many sources of infor-
mation as possible about the country
where they’re going. Chubb expats re-
ceive special medical briefings and secu-
rity briefings on the political and cultural
environment. They attend cross-cultural
training and are encouraged to speak
with other people in the company who
have been to the same country. They're

“You can’t get into
security issues without
involving HR.... It all
about people.”

also briefed by several international se-
curity firms and the U.S. State Depart-
ment. Explains Goodwin, “We like to
get different views from different
sources because different researchersin-
terpret things differently.”

Those in the know

Virtually everyone working in interna-
tional business says that the reports pro-
duced by the U.S. State Department
provide crucia information. Y ou can get
information sheets, travel warnings, pub-
lic announcements, and background
notes. More detailed information is avail-
able on a subscription basis through the
department’ s Overseas Security Advisory
Council, which was established in 1985,
after agroup of CEOs visited then Secre-
tary of State George Schultz to ask about
ways to promote security cooperation be-
tween the U.S. government and American
private-sector interests worldwide.

The council is made up of 32 compa
nies; another 1,600 U.S. companies doing
business abroad are congtituent members.
They receive regular mailings and briefin-
gs, aswell as passwords to OSAC data-
bases. Council members—which include
such companies as Bristol Meyers, Mo-
torola, Eastman Kodak, Digital, and
Avon—meet three times a year to discuss
international security-related issues. OS-
AC has also established more than
20 “country councils’ abroad to exchange
security-related information.

Each year, the OSAC and constituent
members attend an an-
nual briefing in Wash-
ington, D.C., on world
risks. The briefing in-
cludes an address by the
secretary of state and re-
ports from these council
committees: transna-
tional crime, protection
of information and tech-
nology, security aware-
ness, and country council oversight. After
the terrorist attack on Union Texas em-
ployees in Pakistan,
OSAC held a specia briefing on the situ-
ation and how it was handled by Paki stani
authorities. Nicholas W. Proctor, the
longtime executive director of OSAC,
noted that the victims were in an unar-
mored vehicle and took aregular route.
That predictability made them easy tar-
gets. Since the incident, American work-
ersin Pakistan have been urged to use

Top 10 Hardship Locations
According to ECA Windham’s Lo-
cation Ranking System based on
such criteria as security, sociopoliti-
cal tension, housing, and climate,
here are the 10 countries or regions
that ranked highest in hardship:

1. Kinshasa, Zaire

2. Almaty, Kazakhstan

3. Moscow, Russia

4. Beijing and Shanghai, China

5. New Delhi and Mumbai, India

6. Taipel, Taiwan

7. Lima, Peru

8. Sofia, Bulgaria

9. Warsaw, Poland

10. Jakarta, Indonesia

armored cars and vary their routes and
travel times.

OSAC'sWebsitelets password holders
accesstravel warnings, daily highlightson
events and issues overseas, and significant
datesinforeign countries. Another site, for
which a password is also needed, is Con-
stituent Service. It offers businessintelli-
gence on a broad and regularly updated
range of topics such as terrorism, orga-
nized crime in Russig, and key legidation
affecting American businesses abroad.

Says Proctor, “Nowhere else in gov-
ernment does the private sector have ac-
cess to professional government
analysts, and nowhere else in govern-
ment does the private sector have access
to immediate research. We try to give
[people] the best possible information so
they can protect themselves.” Compa-
nies can also access several OSAC pass-
word-protected databases to obtain
reports on crime activity in particular
countries and to obtain unclassified (but
candid) information that might include
ratings of a country’s policeforce.

Helping businesspeople get compre-
hensive, timely information is the most
important kind of preparation, say HR
and security executives. Once people
have the right information, how they use
it is often amatter of common sense. For
example, Judy Mason, global manager
of career development for Dow Corning,
says, “I try to look competent and confi-
dent, and | dress casually so not to draw
attention to myself.” Mason says that
she's especially careful in airports be-
cause of frequent thefts.
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Where To Get Information
Constituent Service, www.senate.
gov or www.house.gov

ECA Windham, 212.647.0550;
www.Windhamwor ld.com

Kroll International, 800.824.7502;
www.K r ollassociates.com

Overseas Security Advisor Council,
202.663.0533; email
osac@dsmail .state.gov

Pinkerton Global Intelligence
Services, 800.278.7465;
www.pinkertons.com
(password required)

U.S. State Department travel
advisory information,
www.state.gov

Says Alex Kerr, managing director for
security at Federal Express, “ Education
and communication eliminate 90 percent
of the problems.” FedEx, which has a
strong plan in place, sends thousands of
employees abroad for short- or long-term
assignments every year. Kerr’s work
group, which is culturally diverse, does
much of the preparatory training. A major
aspect ismaking travelers more culturally
aware. Kerr's group works with the HR
department, which schedules briefingsfor
expats, though he works mostly with the
security department. “HR doesn’t seethe
kinds of thingswe see.”

In the training, Kerr describes worst-
case scenarios and how to avoid them.
His main adviceisto keep a“less than
low” profile.

Businesspeople are everywhere these
days. Some go into new situationswith as
much knowledge as possible about the
country and culture in which they will op-
erate; others just try to make the best of
the Situation.

The challenge for HR peopleisto be
fully informed about their companies' in-
ternational objectives and to take the ini-
tiative to build a structure for taking care
of employees while they’re abroad. That
includes making sure that they have the
information, training, and toolsthey need.
If acompany has a security department,
HR needs to work with it to ensure that
there are appropriate risk assessments and
protection plans. HR also needs to work
with information systems to ensure com-
puter protection. 0

Helen Frank Bensimon isawriter and
public relations consultant. She can be
reached at 7907 Ivymount Terrace, Po-
tomac, MD 20854; Bensim@erols.com.
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