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Inside intelligence:

A spike in demAnd for trAining  
on privacy protection is appearing 
in organizations thanks to increased 
government mandates and liability 
concerns inside companies,  according  
to training experts. 
 Privacy-related regulations 
including data protection have already 
been adopted within the federal 
government and private industry, 
but they’re expected to assume even 
greater importance soon within the 
private sector. The initiatives are 
fueled by fears of identity theft and 
unauthorized or accidental release of 
personal records.
 The demand for increased privacy 
protection has already begun. Examples 
include the Health Insurance Portability 
and Accountability Act (HIPAA), 
enacted in 1996 to establish national 
standards to protect the privacy of 
recipients of healthcare services and 
coverage. Other privacy-related laws 
include the Gramm-Leach-Bliley Act 

Right to PRivacy 
SPuRS tRaining
organizations are training employees  
to avoid liability.

By Paul Harris
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of 1999 related to finance, and the 
Fair Credit Reporting Act, which was 
amended in 2003. 
 Mandatory training requirements 
outlined in such laws prompted a dra-
matic upturn in requests for training 
on privacy issues, according to Norman 
Ford, director of compliance solutions 
at content provider SkillSoft. 
 “There is lot of confusion about per-
sonal information that organizations 
need to protect, and how they need to 
protect it,” Ford says. “Something as in-
nocuous as asking for a telephone num-
ber can expose a company to liability.”
 Those concerns will increase 
further when Congress revises privacy 
provisions in the Patriot Act and the 
Foreign Intelligence Surveillance Act, 
Ford predicts.  
 Meanwhile, laws and compliance 
training mandates written specifically 
for the federal government are 
expected to migrate into the private 
sector eventually. One possible 
candidate is the Federal Information 
Security Management Act, a new law 
that requires every federal agency to 
provide information security for their 
information-technology (IT) systems. 
 The U.S. Department of Defense is-
sued a new regulation that dictates spe-
cific levels of certification and training 
for individuals throughout the military 
and its suppliers throughout the world. 
Known as Directive 8570.1, it’s the sub-
ject of intense training by IT training 
providers such as Global Knowledge. 
The directive is a likely prototype for se-
curity training throughout the govern-
ment, says Global Knowledge executive 
Kevin Rogers.  
 While high-profile laws such as 
Sarbanes-Oxley garner media attention, 
employers are facing an unprecedented 
level of required training in all sorts of 
areas. There is the panoply of laws affect-
ing environment, safety, and health, and 
HR compliance regarding Equal Employ-
ment Opportunity, just for starters. 
 Even where employers aren’t being 
ordered to train, they often do so to 
avoid liability. For example, training 

providers report increased demands for 
training on ergonomics issues despite 
the lack of any official driver. 
 Another emerging trend in compli-
ance training is greater use of e-learning 
as a delivery tool. SkillSoft and other e-
learning providers again predict double 
digit growth in 2008 for compliance 
products, continuing the pattern of 
recent years. Even so, “the compliance 
training market in e-learning is still in 
its infancy,” Ford says. 
 One reason why is the principal 
point of contact at many companies—
the risk manager. That individual is by 
definition risk-averse and typically not 
an early adopter of new technologies, 
says Ford. 
 E-learning’s expanding role in 
the delivery of compliance-related 
training has also received a powerful 
endorsement from the California state 
government. At issue is the state’s three-
year-old sexual harassment training 
law, which requires most employers 
to provide their California-based 
supervisors with sexual harassment 
training. Final regulations issued last 
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August explicitly approve e-learning 
and webinars as methods of achieving 
compliance with the law. They also 
detail the type of web-based learning 
programs that satisfy its mandate. 
 The rules stipulate that e-learning 
must be sufficiently interactive so that 
employees can ask questions of a quali-
fied trainer and have them answered 
within two days. They do not permit 
content that consists of a one-way “in-
formation dump” or excessive amounts 
of passive reading. Also included are 
guidelines for development of in-house 
sexual harassment training programs 
and selection of content from external 
training vendors. 
 The California law may be a 
nuisance to some employers, but it’s 
being hailed by e-learning content 
providers as an important precedent 
for future government mandates of 
compliance training.

Paul Harris is a freelance writer and frequent 
contributor to T+D; pcharris@comcast.net.

BewaRe of comPulSoRy tRaining
Mandatory training may be a fail-safe way to ensure that key employees 
receive important information about topics such as diversity, but it doesn’t 
always produce a change in behavior. 
 Alexandria Kalev, a sociologist at the University of Arizona discovered 
in her research that most diversity training by American companies is not 
only ineffective, but counterproductive in placing women and minorities in 
management positions.
 Kalev reviewed 31 years of data from 830 mid-size to large U.S. 
companies. She discovered that the typical diversity training exercises 
offered by most companies were followed by a roughly 10 percent drop in the 
number of women and minorities in management posts. 
 The report concluded that when diversity training is a voluntarily measure 
in pursuit of the firm’s business goals, management diversity was actually 
increased. Mandatory training is the least effective option in terms of 
increasing diversity and actually creates a backlash against diversity. 
 The study compared training data from participating companies with 
reports filed with the Equal Employment Opportunity Commission.



for anyone who wakes up 
in the middle of the night 
to frantically check email, 
achieving the right balance 
between work and home can 
lead to sleepless nights.
 Workplace professionals lament 
their inability to carve out personal 
time away from the office, according 
to a recent survey conducted by 
MRINetwork of Philadelphia. Among 
respondents, 70 percent said their 
company does not allow for a proper 
balance between work and time spent 
away from the office. 
 A larger question is whether employ-
ees are actually busier or are they just 
creating a hectic schedule out of a sense 

of pride, claiming to be too busy to en-
joy a life away from work? 
 “It’s both,” says Michael Jalbert, 
president of MRINetwork. “There are 
more demands on people and the ones 
they place upon themselves. People are 
trying to do their job, please a boss, and 
compete with others.” 
 The survey also revealed that 65 
percent of respondents reported 
working frequently after normal 
business hours. Another 19 percent 
reported working “sometimes” after 
hours compared with 9 percent 
“occasionally” and 5 percent “never.”
 Jalbert says that senior manage-
ment in many organizations may not be 
aware of the level of sacrifice made by 
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individuals who not only put in time at 
work but regularly check email or voice-
mail at home. 

 “Technology makes it so easy,” he says. 
 Organizations should take a two-
pronged approach to helping employ-
ees achieve balance. Managers should 
encourage employees to enjoy the 
weekend and not think about work, 
possibly by offering tickets to a theater 
or sporting event. Leaders also need to 
create an employment brand by meet-
ing regularly with staff, outlining clear 
expectations, and telling employees 
how to distinguish between major pri-
orities and secondary concerns.
 “There is such a focus on activity 
instead of a focus on results,” he says. 
“People spend an awful lot of time on 
busy work, which at the end of the day 
doesn’t amount to much.”
 Creating a favorable employment 
brand is crucial for retaining and re-
cruiting talent, according to Jalbert, as 
two major soft drink companies are 
discovering in China. Coca-Cola pays a 
premium salary to employees in China, 
well above market rates, but the work 
culture is very demanding, which is 
causing high turnover rates. The com-
pany’s reputation has suffered. 
 In contrast Pepsi pays a market rate 
salary but takes a team approach with 
greater emphasis on maintaining bal-
ance between time at work and per-
sonal time. Employees receive regular 
reviews. The overall environment is very 
positive, according to Jalbert. 

Michael Laff

Balancing act

“People spend an 
awful lot of time on 
busy work, which 
at the end of the 
day doesn’t amount 
to much.”





also need to define what they need from 
a service provider and select the right 
provider. Leaders should inquire about 
the inherent risks and about the ad-
equacy of internal resources to support 
the proposed outsourcing strategy.
 During the second stage, business 
case development, Deloitte suggests 
that companies consider project man-
agement, communication, HR, legal, 
finance, and other costs directly associ-
ated with the outsourcing initiative. 
Leaders also should examine gover-
nance and management costs associ-
ated with the process.
 By taking the time to identify risks, 
align objectives, and prioritize goals, 
organizations can find success in out-
sourcing and minimize the inherent 
risks associated with the action.

Paula Ketter

The information technology and 
business process outsourcing market 
has become a $500 billion business, 
and it shows no signs of slowing down. 
But relying heavily on third parties or 
offshore entities carries many risks, 
according to recent research.
 A report published by Deloitte, “The 
Risk Intelligent Approach to Outsourc-
ing and Offshoring,” cites the key driv-
ers behind outsourcing and offshoring, 
notably reducing costs in operations, 
development, and sales; tapping ven-
dors’ best practices and innovations; 
gaining access to human capital; and 
increasing the flexibility and scalability 
of operations. 
 Despite the growing trend in out-
sourcing, Deloitte’s research revealed 
that some companies expressed disap-
pointment with their outsourcers’ over-
all ability to provide continuous process 
and technology improvements. Al-
though the inherent risk of any project 
is failure, outsourcing and offshoring 
carries many more complex risks. 
 Organizations could begin relying 
on third parties and offshore entities for 
core business processes. Relying upon 
third parties increases an organization’s 
liability for malfeasance or misfeasance. 
Senior management could be held ac-
countable for noncompliance associat-
ed with third-party operations. Another 
concern associated with outsourcing is 
the potential eroding of brands, intel-
lectual property, and other intangible 
assets due to piracy, security breaches, 
and information theft.
 Deloitte suggests that companies 
employ a holistic risk management 
approach by addressing risks at five dif-
ferent stages of the outsourcing and off-
shoring lifecycle: strategic assessment, 

business case development, vendor se-
lection, contracting, and service trans-
lation, delivery, and post-transition.
 “Risk must be evaluated early in the 
lifecycle,” the report states. “It is essen-
tial to identify and prioritize risks at the 

first two stages, the strategic assessment 
and the business case development. 
Most failures to manage outsourcing and 
offshoring risks stem from inadequate 
risk identification early in the lifecycle.”
 During the first stage, strategic as-
sessment, companies must assess how 
the outsourcing initiative will support 
the strategic business goals. Companies 
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Deloitte suggests 
that companies 
address risks  
at five stages.

 Companies Need to Manage  
Outsourcing Risks



Seeking to ensure more ethical behav-
ior from federal contractors, the U.S. 
government issued new rules that will 
require large contractors to offer formal 
ethics and compliance training pro-
grams to their employees and to adopt 
written codes of ethics.

The new guidelines establish a 
policy that all federal government 
contractors should have a written code 
of business ethics and conduct. Contrac-
tors should also establish an internal 
control system that facilitates discovery 
of improper activity in connection with 
federal contracts and ensures corrective 
measures are instituted promptly.

In some cases compliance with 
the policy is voluntary, but for large 
contracts the requirements are manda-
tory. Contractors submitting bids for 
contracts of $5 million or more where 
performance of the contract is expected 
to exceed 120 days must adopt their 
written code of ethics within 30 days 
and implement the training and internal 
control system components within 90 
days of the contract award.

A copy of the code of ethics must be 
provided to each employee working on 
the contract. Agency contracting officers 
can extend the implementation period at 
the request of the contractor. The rules do 
not specify the required elements for the 
training program, giving flexibility in design 
and implementation to organizations.

The internal control system should 
include periodic reviews of the organiza-
tion’s business practices and policies for 
compliance with government contract-
ing requirements, an internal reporting 
mechanism to encourage employees to 
report suspected incidents of miscon-
duct, internal or external audits, and dis-
ciplinary action for improper activities. 

Carl E. Anderson, an attorney with 
Barley Snyder in York, Pennsylvania, 
believes the new regulations will have a 
meaningful impact on federal contractors. 

“These regulations impose, in the 
context of many small privately owned 
government contractors, the same 
ethical considerations and standards 
applicable to large public companies 
under Sarbanes-Oxley,” he says.

to view the final rule, visit  
www.regulations.gov and search  
“FAR case 2006-007.”

Kermit Kaleba is senior policy specialist for 
ASTD; kkaleba@astd.org.
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code of ethics 
Required for 
federal contractors

Today’s world demands leaders to think and act beyond boundaries, 
cultures and time zones. With our innovative new programme, ADVANCING 
GLOBAL LEADERSHIP, you’ll learn to fi ne-tune your leadership skills from 
a worldwide perspective. This fi rst-of-its-kind offering is a multi-phase, 
simulation-based programme held simultaneously at Center for Creative 
Leadership’s North American, European and Asian campuses. Seats are 
limited, so please visit www.ccl.org/global for more details or to register.

A D V A N C I N G  G L O B A L  L E A D E R S H I P 
A groundbreaking programme to better connect you to your world.

Your research facility is here.

Your biggest customer is here.

Your customer service is here.

Your manager is here.

Your suppliers are here.

Your direct reports are here.

Your family is here.

Your competition is here.

Your inventory is here.

Your corporate headquarters is here.

You are here.

Your manager is here.

Your direct reports are here.

//  on the hill //



change and to a lesser degree, a dislike 
of current tasks.
 Most individuals cite their pursuit of 
a new or expanded career opportunity 
as the reason for leaving or wanting to 
leave. A desire to leave an ineffective 
manager typically ranks third on the list 
of reasons.  
 “In general people like the work they 
do,” Masarech says. “They leave organi-
zations to pursue career opportunities.”
 There was no appreciable difference 
between male and female respondents. 
Most of the survey participants were 
managers or above, and more than 90 
percent have been working with their 
current employer longer than one year. 
 American employers can take solace 
in comparison with their European 
counterparts where restless employ-
ees register greater frustration. Only 49 
percent of European respondents said 
they would definitely stay with their em-
ployer during the current year. In Asia 54 
percent of respondents say they will defi-
nitely stay while 39 percent say probably.

Michael Laff

Surveys of employee attitudes often 
paint a bleak picture, but as long as em-
ployers insist upon checking the pulse 
of their staff, they need to be prepared 
for good and bad news.
 A recent survey conducted by Bless-
ingWhite, a New Jersey-based consult-
ing agency indicates that a greater 
number of employees are casting an eye 
toward the door compared with just two 
years ago. Still a majority of employees 
said they “definitely” plan to stay with 
their employer during 2008.
 A total of 58 percent of employees 
say they definitely plan to stay with 
their current employer this year, down 
from 65 percent two years ago when 
the survey was last conducted. The 
percentage of employees who said 
there is “no way” they will stay with 

their current employer increased from 
6 percent to 8 percent. 
 Mary Ann Masarech, director of re-
search and marketing at BlessingWhile, 
says that the percent of disgruntled 
employees, while troublesome, should 
be less of a concern than the number 
of fence sitters, the ones who said they 
will “probably” stay with their employer 
which increased from 29 percent in 
2006 to 34 percent. They are considered 
at risk to leave.
 “Some of the 8 percent you might 
want to head for the door,” she says. 
“The ones who are on the fence are the 
ones to worry about. You want them to 
say they will definitely stay.”
 The reasons for cited by individu-
als in the “probably” category include 
not enough opportunities, a desire for 
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employees 
growing Restless
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who gets  
a coach?
Senior managers ....................... 28%

Top line executives .................... 18%

Managers at all levels ............... 46%

Private pay clients ...................... 8%

when is coaching  
called for?
  2008 2007 2006

Transition 19% 19% 20% 

Problems 32% 32% 37% 

Leadership 50% 49% 43%

Source: Sherpa coaching survey of hr professionals and coaching clients.

//  faSt fact //

older workers,  
newer Skills

A recent survey conducted by Expe-
rience Works serves as an endorsement 
of the importance of training as a way 
to encourage older people to enter or 
reenter the workforce. 

More than half of the survey 
respondents believe significant age 
discrimination still exists in the 
workplace while one-third stated that 
the greatest barrier older workers 
face when searching for jobs is that 
employers think older people cannot 
learn new skills. The survey included 
responses from 300 older workers.

“Nearly 70 percent of those 
surveyed said that if we want older 
people in the workplace, we need to 
encourage companies to provide more 
training for seniors,” says Cynthia A. 
Metzler, president and CEO of Virginia-
based Experience Works. “The fact is, 
many older people learn differently, 
but they retain new skills better and 
they are more reliable and dedicated 
than younger workers.”

The survey also reinforced the 
need for companies to consider flex-
ible schedules and part-time work if 
they want to attract older workers.  




