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No Joking Matter 
WITH NEW FORMS of communica-

t ion—the Internet, intranets, e-
mail. and Web sites—employers and 
employees are grappling with issues 
of privacy in the office. Employees ' 
r ights to s end pr iva te c o m m u n i c a -
tions through e-mail and an employ-
er 's responsibil i ty to provide a safe 
and nonoffensive work environment 
a re key i ssues b e i n g a d d r e s s e d by-
c o u r t s a n d l e g i s l a t o r s a r o u n d the 
United States. 

When an employee sends a poten-
tially offensive joke through a compa-
ny's e-mail system to a colleague, can 
that employee be fired? Does an em- 1 

ployee have a reasonable expectation 
that e-mail sent from work is private? 
Can a c o m p a n y be held legally re-
spons ib le for the act ions of an em-
ployee sending offensive e-mail? 

E-mail m e s s a g e s sen t f r o m o n e 
employee to another are assumed to 
be pe r sona l . H o w e v e r , in most of-
f ices , t he e -mai l t rave ls t h r o u g h a 
company 's computer network and is 
often inadvertently saved by the com-
pany and read by others. If the mes-
sages are offensive, such as racist or 
sexist jokes, the original sender of the 
message could be punished and even 
fired by the company. If the employer 
does not take action, it could be held 
liable for damages. 

In J a n u a r y , a g r o u p of Afr ican 
Amer ican e m p l o y e e s sued a large, 
Wall Street banking firm because al-
legedly racist jokes were sent regularly 
by employees via e-mail to other em-
ployees . The African American em-
ployees charged that the firm has con-
trol over its e-mail system and, thus, 
was responsible for the offensive jokes 
sent throughout the company. 

In a 1996 case, a company fired an | 
emp loyee for send ing personal and 
sexual e-mails to o ther employees . 
The company required its employees 
to sign a computer -user registration 
stating, "It is company policy that em-
ployees restrict their use of company-
o w n e d c o m p u t e r [ s ] . . . t o c o m p a n y 
business," and the company read and 
monitored its employees ' e-mail mes-
s a g e s on an ad h o c bas i s . A cour t 
f o u n d the e m p l o y e r c o u l d legal ly I 
monitor and review its employees ' e-

mail. and that the employee had no 
reasonable expectation of privacy in 
his e-mail messages. 

In ano ther case, four female em-
ployees of Chevron sued the compa-
ny a l leging they w e r e sexual ly ha-
r a s sed t h r o u g h e - m a i l . T h e c a s e 
recently settled for $2.2 million plus 
legal fees and court costs. 

There are numerous issues affect-
ing employers and employees regard-
ing e-mai l use by e m p l o y e e s . T h e 
laws governing those issues are out-
lined in this column. 

What is the lawl 
The Electronic Communication Priva-
cy Act governs unauthor ized access 
to and disclosure of electronic mes-
sages. The law prohibi ts "unau tho-
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rized" access of electronic communi-
c a t i o n . a n d p r o v i d e s civil a n d 
criminal penalties for any person who 
intentionally intercepts, uses, or dis-
closes any wire, oral , or e lec t ron ic 
communica t ion . Congress ' s original 
intent in passing the law was to pro-
tect employees from the interception 
and disc losure of communica t ions , 
whether oral or electronic. 

However, ECPA allows an employ-
er to monitor e-mail communications 
if the interception is made in the ordi-
nary course of bus iness or with the 
consent of its employees . However , 
an employer must have a legitimate 
business purpose, and there must be 
min imal in t rus ion into e m p l o y e e s ' | 
privacy. Monitoring all e-mails proba-
bly will not be allowed under the law. 

Another issue that arises in e-mail-

related employment cases pertains to 
an e m p l o y e e ' s r ight to p r ivacy . In 
many states, employees have a com-
mon law right to privacy, which pro-
hibits an intentional intrusion upon the 
solitude or seclusion of another upon 
his or her private affairs, or an intru-
sion that would be highly offensive to 
a "reasonable person." However, most 
courts have rejected employees' argu-
ments that employers had no right to 
monitor e-mail messages. 

In a Pennsylvania case, an employ-
ee sued his fo rmer employer . Pills-
bury, for wrongfu l te rminat ion . He 
claimed that Pillsbury promoted cor-
porate communication via e-mail and 
a s s u r e d its e m p l o y e e s that e-mai l 
could not be in te rcep ted and used 
against employees as grounds for ter-
mination or reprimand. The employee 
relied upon the alleged assurances re-
garding the e-mail system, and sent 
t h r e a t e n i n g a n d d i s t a s t e fu l e-mai l 
messages from his home to his super-
visor regarding Pillsbury. 

Pillsbury obtained copies of the e-
mail and f i red t he e m p l o y e e . The 
judge found that the e m p l o y e e had 
no reasonable expectation of privacy 
in e-mai l c o m m u n i c a t i o n s because 
they were sent over the company's e-
mail sys tem to a n o t h e r e m p l o y e e . 
The judge also concluded that even if 
such expectat ion of privacy existed, 
the interception of such communica-
tion would not be "highly offensive." 

Employer and 
employee responses 
An employer has a duty to protect its 
employees f rom harassing or other-
wise inappropriate messages. Further, 
employers try to prevent conduct that 
is d i s rup t ive or harmfu l to morale . 
O n c e a c o m p a n y ' s m a n a g e m e n t 
learns that "harassing" or "offensive" 
activities are occurring, it must take 
appropriate action. If it does not take 
appropriate action, it may be held li-
able for damages to an employee. 

Additionally, there are numerous 
g e n u i n e interests that a n employer 
m a y h a v e for m o n i t o r i n g e -ma i l . 
Courts have found that any privacy 
interests that an employee may have 
are o u t w e i g h e d by the c o m p a n y ' s 
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YOU ARE HERE 

It's the single most important piece of information 
you must know 

if you plan to get anywhere. 

People can't stay on course to their objective if they don't know where they are. 
They need performance feedback that is relevant to their role and specific enough 
to inspire change. Clark Wilson 360-degree surveys provide feedback that is: 

• Focused— Each survey addresses the skills needed for a particular 
role in the organization. 

• Actionable— Feedback given according to our Task • Cycle model 
directs people to a performance improvement action plan. 

Choose from our battery of research-based, continually updated surveys, or have us 
build a custom survey to match your competency models. Either way. you'll get the 
feedback you need to help your organization get somewhere. 

Widely used survevs from our battery include: 

Executive Leadership 

Leadership Practices 

Management Practices 

Our Team 

• Sales Relations 

• Peer Relations 
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L a w R e v i e w 

interest in p revent ing b o t h inappro-
priate and unprofessional comments , 
a s we l l a s i l l ega l a c t i v i t y o v e r a n 
e-mail system. 

If a c o m p a n y e x p e c t s to moni tor 
its e m p l o y e e s ' e - m a i l r egu l a r l y , ii 
shou ld r equ i r e e m p l o y e e s to s ign a 
c o n s e n t f o r m tha t s t a t e s exp l ic i t ly 
that t h e c o m p a n y ' s c o m p u t e r a n d 
e-mail systems can be used only for 
business pu rposes and that they may 
b e m o n i t o r e d on a r e g u l a r b a s i s . 
Further, the c o m p a n y should reserve 
the right to disclose the informat ion 
o n t h e c o m p a n y ' s e - m a i l s y s t e m . 
U n d e r ECPA. that w o u l d protect an 
employer from liability, as long as the 
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employer does not act too intrusively 
and monitors the e-mail for business 
pu rposes . However , a company that 
r e v i e w s its e m p l o y e e s ' e -mai l a n d 
d o e s n o t a d o p t c l e a r a n d c o n c i s e 
writ ten policies regarding the use of 
e-mail may expose itself to liability. 

At the s a m e t ime, e m p l o y e e s d o 
not like their communica t ions moni-
tored. A c o m p a n y ' s moni tor ing may 
lead to d is t rus t a m o n g e m p l o y e e s , 
low morale, a n d an overall unhealthy 
a n d s t r e s s f u l w o r k e n v i r o n m e n t . 
T h e r e f o r e , a n y ac t ions t a k e n by an 
e m p l o y e r m u s t w e i g h t h e b e n e f i t s 
and detr iments to instituting a n e-mail 
monitoring program. 

Seth K i rshenberg is an attorney with 
the International City/County Man-
age me 111 A ssoc ia lion. Wash iiigto 11. 
D.C. Phone 202/962-3663. 
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